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ABSTRACT

Two factor authentication is vital for organizational security. With-
out it, uninformed users’ account security and privacy is naked and
primed for abuse by malicious actors. Despite its theortetical merit,
most large-scale implementations of two factor authentication have
been known to impose substantial burdens on usability. Without a
usable system to ensure user ordinary security and privacy, account
risk remains as high as ever due to lowered guard as a result of user
frustration.

In this study, we provide a secondary analysis of a large-scale
dataset. Here, we analyze approximatly 96 million logs to further
identify the usability challenges encountered by typical users at
large public universities. We find that ordinary users frequently en-
counter issues with the two factor authentication process, creating
long failure sequences as a result of troubles accessing university
systems. We learn that simple mitigations may have a large impact
on user frustration and organizational security at large.
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1 INTRODUCTION

Large organizations with tens of thousands of users face the im-
portant challenge of providing solid security for users of all types
of backgrounds. Unfortunately, there doesn’t exist a simple solu-
tion that spans such a wide range of demographics. Numerous
approaches to organization-wide two factor authentication have
been proposed in order to address this challenge, but they all face
their own issues. Security keys impose the burden of keeping track
of an often extraneous device while push notifications, authentica-
tor apps, SMS and voice calls all require a user to have their phone
equipped and handy at all times. While there may not currently
exist a simple solution to ease these immediate burdens, various
measures may be taken to lighten the authentication load on the
average user. As such, we must throughly understand exactly what
challenges are imposed by existing mechanisms.
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Two factor authentication (2FA) is a long-standing mechanism
against common attacks against user security and privacy. The
general idea behind it is to combine something you know (e.g.
credentials) with something you have (e.g. phone, security key,
etc). This strategy is meant to prevent stolen credentials from be-
ing used by attackers who would have otherwise compromised
a victim’s account. While almost any online service runs at least
some non-negligible risk under the threat of takeover, large-scale
organizations (e.g. public universities) have an elevated level of
risk. In addition to needing to protect basic personally identifiable
information (PII), there are often subservices as part of these orga-
nizations that store highly sensitive user information (e.g. financial
data, social security number). Sensitive data aside, many of these
organizations have strong reputations to uphold; even the smallest
breach or data leakage could have a drastic impact on revenue,
enrollment, or other important metrics for organizational success.
There are a variety of known attack vectors for malicious actors
to steal a user’s credentials, the most common of which is through
phishing. Despite 2FA’s existence to address this problem and its
high success rate against known attackers (over 90% in [4]), data
breaches happen all too often. This is because the implementation
of these extra layer(s) of authentication can impose a burden on
users, causing them to rush the authentication process and thereby
lowering their guard to potential threats seeking to obtain their
second factor.

Since account takeover has been such a long-standing threat,
there have been many mechanisms proposed to solve this prob-
lem. Push notifications provide users a way to verify their login
from their smart phones by selecting an option from a smart phone
notification that indicates they are indeed the party attempting to
authenticate with their account. Authenticator apps (e.g. LastPass,
Google Authenticator) achieve the same end by providing a 6 digit
numerical code that changes every 30-60 seconds, which a user
must supply upon successful login. Security keys contain crypto-
graphic signatures that enable users to verify their authentication
through an external hardware root of trust, often touching a dedi-
cated disk that generates a One-Time Passcode (OTP) derived from
a Public Key Infrastructure (PKI) private key. Other, less secure,
mechanisms include SMS ("Secure” Messaging System), and phone
calls to provide codes that verify a user’s login. These methods have
been shown to be vulnerable to a variety of different attacks [5, 6].

In this work, we intend bridge the gap within existing two factor
authentication implementations by applying a careful eye to the
underyling causes for failures within existing systems. We detect
and analyze a large number of failure sequences in a dataset of
approximately 96 million authentication logs. Here, rather than
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focusing on improving technical systems to improve account se-
curity, we look at usability challenges that may weaken the extra
defense provided by 2FA. We find that many users face substantial
usability challenges during various phases of 2FA deployment, with
some suffering as many as 20 or more failed consecutive attempts
at authenticating through their second factor.

2 EVALUATION

Here we present the dataset, our methodology, and several concrete
findings resulting from our analysis.

2.1 Dataset

In order to contextualize our method and findings, we briefly pro-
vide pertinent information about our dataset here.

We reuse the data from Abbott and Patil [1]. This dataset consists
of approximately 96 million log entries from Indiana University
Bloomington, each of which contains numerous fields describing a
unique attempt to verify correctly supplied university credentials
through the provision of a second factor of authentication. The
relevant fields include timestamp, user ID, factor, IP address, result,
reason for result, device, country, state, and city. Note that there
are a few extra fields included in the data, but seeing it was not
utilized for this work, its discussion is unnecessary.

It is also important to note that this data was collected during
multiple stages of 2FA deployment over the course of roughly two
years. These stages have differing characteristics (e.g., optional 2FA,
mandatory for select systems, and mandatory for all systems). Due
to time constraints, we were not able to take these into account
for our analysis. Still, these three distinct periods are likely to have
differing usability challenges, especially when user familiarity with
the process is taken into account.

2.2 Methodology

Given the relatively short timeline of this project, our analysis fo-
cused on the detection, processing, and analysis of failure sequences.
We define a failure sequence as a series of "rapid" login attempts
for a single user account, all of which result in failing the second
factor of authentication with the potential exception of the final
attempt in the series.

We utilize the Pandas [7] library toward the end of effectively
managing such a large dataset. We iteratively process the logs, one
(variably sized) . csv file at a time. Unfortunately, we were unable
to consistently process the data due to the exploratory and short-
term nature of this project. The remainder of the methodology was
developed using a "testing" data processing strategy wherein we
use this inconsistent lazy loading technique.

Since the data is organized by timestamp, we must group the
login entries in order to perform a user-specific failure sequence
analysis. Thus, after loading a log file into a data frame, we utilize
the ‘groupby‘ AP, detecting failure sequences one user at a time.
Note that for our purposes, a "rapid" login attempt is defined as
one happening within 30 minutes of the previous attempt by that
user; we refer to this window as the failure buffer throughout the
rest oft he paper. We record data as we go, tracking whether or not
the failed login attempts are consistent (i.e., they utilize the same
second factor, and/or originate from the same device, location, IP
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address). We extract all of this information so we can obtain a fuller
picture of specific usability challenges not captured by previous
work (e.g. [1, 2, 8]). After processing all failure sequences, we then
analyze all of the failure sequence results as an aggregate whole,
encoding temporal patterns across the entire dataset.

2.3 Results

As previously noted, the most major limitation of this study is
the confined timeframe to conduct the research. To reiterate, the
caveat that qualifies these results (or the lack thereof) is the fact
that the project idea was not settled until the tail end of the REU
experience (approximately week 6 of the 10 week program). With
that said, we report here what we do find. Additionally, we discuss
potential implications and mitigations here rather than a dedicated
discussion section.

Perhaps the most surprising finding is the largest number of
failures in a single sequence - 23. This statistic, by itself, paints
a dire picture of usability challenges faced by users during early
adoption of 2FA at IUB. We posit that similar patterns are likely
to be present in other large public universities, and potentially
other large organizations due to the heterogenous nature (primarily
with regard to technical background) of demographics of these
institutions.

Additionally, we find that consistency across attempts within a
single failure sequence is quite low. Approximately 27% of attempts
within a single failure sequence utilize the same factor (i.e., the
mechanism being used to verify the login attempt). Furthermore,
only 38% originate from the same device. These figures suggest
that users attempt to remedy usability challenges by switching the
means by which they authenticate. This indicates that there was
something inherently difficult about the process itself, independent
of the choice of factor or the user’s chosen machine.

By contrast, we also find that over 97% of login attempts within
a single failure sequence originate from the same IP address and
location. This is to be expected as it is unlikely that a user is going
to travel when they need to access a particular university resource.

3 RELATED WORK

Multifactor authentication (MFA) has been the defacto framework
for ensuring organizational security for a long time. Related work
can be broadly divided into its security and usability.

3.1 Security of Multifactor Authentication

There have been a myriad of different studies that evaluate purely
the security of multifactor authentication systems. Doerfler et al.
studied Google’s implementation of risk-based authentication [4],
showing that additional authentication challenges have over 90%
success against known attackers compared to single factor authen-
tication systems. Lee et al. examined vectors for authentication cir-
cumvention when contacting cellular carriers [5], finding that inse-
cure procedures were commonplace and easily exploitable. Mulliner
et al. looked at the evolution of SMS-based one-time passwords
(OTPs) and found that, due to systemic architectural changes, they
are no longer secure and needed improvement [6]. As a result, au-
thentication systems that use SMS-based OTPs as a second factor
have undermined security.
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3.2 Usability of Multifactor Authentication

As various systems for multifactor authentication are adopted by
large organizations, whether it be universities or corporate institu-
tions, the amount of research on its usability has been increasingly
studied in recent years. Das et al. studied the usability of Yubico’s
Yubikey, a universal second factor (U2F) security key [3]. They
found that despite hypothetical merit, users struggled with simple
authentication ceremonies involving the Yubikey. Weidman and
Grossklags gauged the usability of a large-scale transition from
hardware tokens to personal devices as a secondary authentication
factor [9], finding no major differences in usability.

3.2.1 Log Analysis Studies. There is an enormous body of existing
research on two factor authentication, and a similarly large subset
of this focuses on usability. Despite this, few studies on usability
interpret objective data through programmatic analysis to draw
conclusions. Reynolds et al. conducted a multifaceted study on Duo
2FA usability by combining qualitative survey-based analysis with
a concrete analysis of log data across two large public US univer-
sities [8]. Abbott and Patil performed a similar analysis, differing
primarily in the period over which the logs were recorded and the
fact that it focused solely on a single large public US university.
Our work differs from other existing studies on log analysis by
capturing temporal patterns from the logs rather than aggregate,
row-by-row statistics, providing a more comprehensive picture of
usability challenges prevalent in university 2FA systems through
log data analysis.

4 CONCLUSIONS

Usability in security is of paramount importance, as users are of-
ten the weakest link in any given security system. As such, we
must strengthen this link by providing ease of use. Multifactor
authentication is no exception to this rule.

To the best of our knowledge, we present the first temporally-
based analysis of authentication log data on a large-scale university
over an extended period of time. We find that users experience
excessive failures when attempting to access various university
services, in spite of various attempts made to overcome device- and
factor-specific obstacles. While our findings are limited, we are
confident that continued work on this dataset, and in this space
in general, will result in a renewed understanding of simple mit-
igations for common usability challenges related to multifactor
authentication.
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